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microsoft-365, dns

How to modify DNS record for Microsoft 365

® |ogin to the control panel
e go to the DNS page > select your domain
e your page should look like this

DNS Zone - xiancorp.com.hk.

Records  Zone settings  Zone rendering

;
i
]
i
3
a

| . a
i

Yes A xiancorp.com.hk 202.181.239.231 0 3600 n
Yes CNAME mail h12.hksx.com. 0 3600 n
Yes CNAME W siancorp.com.hk 0 3600 n
Yes MX xiancorp.com.hk h12 hksx com 10 3600 n
Yes NS xiancorp.com.hk h11 hksx.com. 0 3600 n
Yes NS xiancorp.com.hk h12 hksx com 0 3600 n
Yes TXT xiancorp.com.hk v=spfl mx a ~all 0 3600 n

® |ogin to Microsoft 365 admin center
e go to Settings > Domain > select your domain
e your page should look like this
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Microsoft 365 admin center P Search H K Qo & 2?2 (n)
= Home > Domains > xiancorp.com.hk D Enable Dark mode
~ o users v
"% Teams & groups v xiancorp.com.hk
B e Managed externally - Default domain
Til Remove domain () Refresh
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i ~
& Settings Overview DNSrecords Users Teams & groups — Apps

I Domains

Search & intelligence

Org settings Domain status

Microsoft 365 Backup

A Possible service issues
Integrated apps

Viva Some of your DNS records aren't set up correctly, which may be impacting
your organization’s use of Microsoft services. Go to DNS records to review
Partner relationships the errors and fix the records.

Microsoft Edge

> Setup

@ Help & support

Admin centers

B2l Give Feedback

All admin centers

& Customize naviaation

e you have to copy and paste the values form Microsoft to your down DNS zone (please only copy-and-paste, do not
type. a small typo would make it fail.)
e if in doubt, try both with and without the dot, and

MX Record

e On Microsoft page, click on the MX to view detail settings.

Microsoft 365 ad P Search H K Q0 & ? ()

MX record

/\ We didn't detect that you added this record. We queried these nameservers for the records: h11.hksx.com, h12.hksx.com

The name server (NS) or Start of Authority (SOA) records for your domain aren't set up correctly. Check the NS records and the primary name server specified in the SOA recerd to make sure they are valid,
internet-facing, name servers hosting your domain’s records.

Click here to copy the value
Your domain must have a DNS record that matches the expected rgeord for your Microsoft 365 services to smoothly. We recommend “copy and paste” to avoid errors.

View step-by-step instructions to add MX DNS records

Host Nam Points to address or Value Priority L

Expected record e D xiancorp-com-hkmail protection.outlook.com [ o 1Hour [

e On SXL page, find the existing MX record on, and delete it.
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Arctrve

Yes A xiancorp.com.hk 202.181.239.231 0 3600 n
Yes CNAME mail h12 hksx com 0 3600 n
Yes CNAME W xiancorp.com. hk 0 3600 B

xiancorp.com.hk h12 hksx.com

Yes NS siancorp.com. hk h12 hksx.com 0 3600

Yes TXT sdancorp.com.hk v=spf1 mx a ~all 0 3600

e click the green MX buttom on the top to add a new MX record.
e IMPORTANT!! most people did it wrong here

DNS MX

Put a . at the end!!!

DNS MX
Hostname
Mailserver hostname xiancorp-com-hk mail_protection outicok.com
Priority 0
TTL 3600
Active:
¢ |eave the Hostname blank. (do not type @ or anything)
e on the Mailserver hostname, add a dot (.) to the end of the value. This is where most people failed.
e change Priority to 0
e for TTL, Microsoft recommends 1 hours, which is equal to 3600 seconds. so we input 3600.
e click Save

TXT/SPF Record

e Delete the existing TXT record and then click the green “SPF” button (it is called SPF on our server).
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INS Zone - xiancorp.com.hk.

Records Zone settings Zone rendering

N

]
i
X
i
=
=

Yes

Yes

Yes

Yes

Yes

Yes

-
-

A xiancorp.com.hk. 202.181.239.231

CNAME mail h12 hksx.com

CMNAME WWW siancorp.com.hk

MX siancorp-com-
hikmail protection....

NS xiancorp.com.hk h11_hksx.com

NS siancorp.com.hk h12.hksx.com

e Input the records as shown in this picture

3600

3600

3600

P
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DNS SPF Record

How to modify DNS record for Microsoft 365

DNS SPF

Hostname:
SPF-Record:

SPF Mechanism: Pass - allow mail from other senders .

Allow servers listed as MXtosend (O
email for this domain:

Allow current IP address of the (]
domain to send email for this
domain
Additional IP addresses in CIDR (Sepearate IF's with whitespaces)

fonmat that deliver or relay mail for
this domain:

Any other server hostname that (Sepearate hostnames with whitespaces)
may deliver or relay mail for this

domain:

Any domains that may deliver or spf protection.outiook.com (Sepearate domains with whitespaces)
relay mail for this domain:

TTL 3600

Active:

e please note. no dot at the end of the value

CNAME Record

e Input the records as shown in this picture

DNS CNAME

Add a dot at the end

DNS CNAME

Hostname spf protection. outiook.com
Target Hostname autodiscover.outiook.com
TTL: 3600
Active

powered by ISPCordig

e Don'f forget the add a dot the the end of value.
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Other records

e Normally, the above is enought for Microsoft 365 to pass verification. If you have other records to add, just remember
one simple rule.

e For A and CNAME record type, if the target value is a fully qualified domain name (such as something.example.com.
or a.b.c.d.), you must add a dot (.) at the end.
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